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Forms Logic 

Two-Factor Authentication (2FA) 

 

OVERVIEW 

Two-Factor Authentication (2FA) adds a critical second layer of security to every login. Once 

enabled, users are guided through a one-time setup using an authenticator app immediately 

after signing in — ensuring only authorized individuals can access the platform. 2FA can be 

enforced for all users by an administrator at a site-wide level, or, if not enforced site-wide, can 

be enabled/disabled individually by each user from their profile settings. 

 

 When 2FA is enabled site-wide by an administrator, all users must use 2FA. When it is not 
enforced site-wide, individual users can enable or disable 2FA for their own account from their 
profile settings. 

 

WHAT’S NEW 

The following capabilities are included in this release: 

• Site-wide toggle to enforce 2FA for all logins (Administration / Site Settings — first item on 
the page) 

• Individual users can enable or disable 2FA from their own profile settings when it is not 
enforced site-wide 

• QR code setup flow — users scan a QR code with any authenticator app 

• 6-digit time-based one-time passcode (TOTP) 

• Backup codes displayed after first successful verification — save these for account 
recovery 

• Ability to reset 2FA directly from profile settings 

 

ENABLING 2FA 

For Administrators — Enabling 2FA 

Site Managers and Site Admins can enforce 2FA for all users directly from Site Settings. Once 

enabled, all users will be required to complete 2FA setup on their next login. Follow these steps 

to enable 2FA site wide. 

1. Navigate to Administration → Site Settings. 
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2. Navigate in the Site Features tab at the top 

 

3. Click edit next to Site features. 

 

4. Scroll down and locate the Enforce 2FA for password logins feature. To enable this 

feature, toggle it on and click Save at the bottom of the page. The setting takes effect 

immediately for all subsequent logins. 

 

 

For Users — Enabling 2FA 

If your organization has not enforced 2FA at a site-wide level, you can still enable or disable it 

on your own account for added security. If it is enabled site wide, you cannot disable it for 

yourself. 

1. Click your name in the upper right and select Profile from the dropdown.  
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2. Navigate into the Security Tab and click on the toggle to enable Two-Factor 

Authentication. 

 

3. Once the toggle is on, you will navigate to the set up screen for 2FA. Here you will set up 

2FA for the first time. 

 

 

 

FIRST-TIME SETUP – USERS 
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When Two-Factor Authentication is enforced and you log in for the first time on a new device, 

the following steps occur: 

1. In the Login page, enter your username and password as usual and click Sign In. 

 

2. The 2FA setup screen opens, which displays a QR code. Open your authenticator app 

and scan the QR code. Or copy the code if you are unable to scan. 

 

3. In your authenticator app, find the 6-digit code for Forms Logic. Enter that code into the 

verification field and click Verify & Continue. 
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4. Your backup codes will be displayed. Save these in a secure location — they can be used 

to regain access if you lose your authenticator app. 

 

5. Click I’ve saved my codes, continue to login and access the platform. 

 

6. Whenever you Log-In to Forms Logic after setting it up, you will be prompted to enter a 6-

digit code from your authenticator app. 
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RESETTING USER’S 2FA – ADMINISTRATORS 

If you change authenticator apps, get a new device, or need to reconfigure your 2FA for any 

reason, it can be reset from the profile. This is only available for Site Administrators and Site 

Managers. 

1. From the side navigation menu, navigate to Administration → Users. 

    

2. Click on the name of the user that needs 2FA reset. This will open their profile. 

 

3. Navigate into the User Maintenance Tab. 
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4. In the Reset Two-Factor Authentication section, click the Reset 2FA button. This will 

reset that user’s 2FA. 

 


